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Bare-bones Dif �e-Hellman Protocol

Given: a distinguished element P of a group G.

As it oftenhappens,important issuesarisewhen
awoman(Alice) wantsto talk aman(Bob).

Alice and Bob want to agree

on a common key for establishing

secure (encrypted) communication

over an insecure channel.

Alice Bob

1. secretly picks 1. secretly picks
a < #hPi b < #hPi

2. computes Q1 = aP 2. computes Q2 = bP
3. publishes Q1 3. publishes Q2P P P P P P P PPq

���������)

4. computes 4. computes
aQ2 = abP = bQ1

Common Key: the group element K = (ab)P 2 hPi � G

Crucial Computation: sQ given s2 Z and Q 2 G.
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4. computes 4. computes
aQ2 = abP = bQ1

Common Key: the group element K = (ab)P 2 hPi � G

Crucial Computation: sQ given s2 Z and Q 2 G.

Version of protocol presented here

insecure for authenticated key-exchange.

It can be made secureby modifying it.

But: the basic operation remains the

computation of scalar products, i.e.

sQ given s2 Z and Q 2 G.

Wenow seesomegroups Gand related

scalar multiplications techniqueswhich

conjugate speedand (AFAWK) security.
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Elliptic curves

E : y2 + (a1x+ a3) y = x3 + a2x2 + a4x+ a6

; h; f 2 Fq[x]

usually q = 2r or q = p, prime.

E(Fq) =
�

(x;y) 2 F2
q : y2 + h(x)y = f (x)

	
[

�
¥

	

Commutative algebraic group with ¥ aszero element.
P1 = (x1;y1) ) � P1 = (x1; � y1 � a1x1 � a3).
Let P2 = (x2;y2). Then P3 = (x3;y3) = P1 + P2 is given by

�
x3 = � x1 � x2 � a2 + l (l + a1)
y3 = � y1 � a3 � a1x3 + l (x1 � x3)

with l =

8
>>><

>>>:

y1 � y2

x1 � x2
if P1 6= P2;

3x2
1 + 2a2x1 + a4 � a1y1

2y1 + a1x1 + a3
if P1 = P2:
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Elliptic Curves: Group Law in E(R)

E : y2 = x3 � x

P

R

� P� R

P+ R

OF COURSE, IN CHARACTERISTIC 2,

THIS LOOKS QUITE DIFFERENT.

Pic courte
syof Francesco,Mathieu and

Tanja. Mar c
Joye

will
alsouseit soon!
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Koblitz Curves

Specialclassesof elliptic curves have arithmetic properties
that give good performance.

Example: KOBLITZ CURVES.

(Solinascalled them ABC curves.)

De�ned over F2n by equations of the form

Ea : y2 + xy = x3 + ax2 + 1 ; with a 2 f 0;1g:

Why aretheygood?

Easypoint counting. (Wearenot doingthis here.)

Fastarithmetic. (Wearedoingthis here.)
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Interlude: double-and-add

Want s� P : Write s= å n� 1
j= 0 sj2j . Observe

sP = 2( 2(� � � 2( 2(sn� 1P) + sn� 2P) + � � � ) + s1P) + s0P

) double-and-addalgorithm (very old) .

We often have sj 2 f 0;1g. Other coef�cients are possible:
for example in the NAF sj 2 f 0; � 1g and sjsj+ 1 = 0.

If � f 0; � 1g and inversion of elements fast, the method is
attractive for smart-cards.
(Reason:minimal memory requirements.)
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Koblitz Curves: Here comes the Frobenius

Ea : y2 + xy = x3 + ax2 + 1 ; with a 2 f 0;1g:

t = theFrobeniusmap t (x;y) =
�
x2;y2

�
.

Using the addition formulæ easyto check that
2(x;y) = (� 1)1� a

�
x2;y2

�
�

�
x4;y4

�

for all (x;y) 2 Ea, i.e.:

2 = µt � t 2 where µ = (� 1)1� a on Ea:
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Koblitz Curves: I got t ... and now?

Identify t with a complex number satisfying

2 = µt � t 2 ; say t =
µ+

p
� 7

2
We seethen t (P) asmultiplication ofP by t .

(See?complexmultiplication!)

We can multiply any point P by an element of Z[t ].

t -adic non-adjacent form (t -NAF) associatedto s2 Z[t ]:

s= å i sit i with sjsj+ 1 = 0.

In particular å m
i= 0sit i(P) = sP for all P 2 Ea(F2n).

) use t -and-add instead of double-and-add.
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Koblitz Curves: Rounding off

t is very fast. Using it in place of doubling, and the t -NAF
in place of a NAF, makes scalarmultiplication fast ...

... if the t -adic expansion is not too long and not too dense.

• In fact, length is log2NQ(t )=Q(s) � 2n and density 1
3.

(2
3 n adds for one scalarproduct instead of 4

3 n)

But Solinasshowed how to make it shorter:

First attempt: Reducesby t n � 1. Problem: slow.

Solution: Use slightly longer expansion.
Length ` 6 n+ a+ 3, but reduction time negligible.
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Koblitz Curves: Rounding off

t is very fast. Using it in place of doubling, and the t -NAF
in place of a NAF, makes scalarmultiplication fast ...

... if the t -adic expansion is not too long and not too dense.

• In fact, length is log2NQ(t )=Q(s) � 2n and density 1
3.

(2
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Point Halving

E.W. Knudsen and R. Schroeppel had a funny idea for
genericelliptic curvesover�elds of characteristictwo.

Instead of doubling points, they thought of halving them.

If P 2 E(F2n) is apoint of largeprimeorderq, �nd R (alsoof
orderq) suchthat 2R = P.

If the idea can be realized, one can turn the scalar
upside-down and do a halve-and-add in place of the
double-and-add method.

If halving faster than doubling, then idea useful.

[( ] Roberto Avanzi – TheMarriage of G. Frobenius and P. Halving – p.11



y2 + xy = x3+

+ ax2 + b
Point Halving: How to do it – 1

E = elliptic curve over F2n

E : y2 + xy = x3 + ax2 + b

with a;b 2 F2n and G 6 E(F2n) of large prime order.

If P = (x;y) de�ne l P = x+
y
x
.

Let P = (x;y), R = (u;v) 2 E(F2n) nf 0g with 2R = P.
Then

l R = u+
v
u

(1)

x = l 2
R + l R + a (2)

y = u2 + x(l R + 1) (3)
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Point Halving: How to do it – 2

A
re

m
in

de
r: Let P = (x;y), R = (u;v) 2 E(F2n) nf 0g with 2R = P.

l R = u+
v
u

(1)

x = l 2
R + l R + a (2)

y = u2 + x(l R + 1) (3)

Given P, point halving consistsin �nding R.

,

, Solve (2) for l R, (3) for u, and �nally (1) for v. ,

(i) Solve l 2
R + l R = a+ x for l R

(ii) Put t = y+ x(l R + 1)

(iii) Find u with u2 = t

(iv) Put v = t + ul R :
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Point Halving: How to do it – 3

Let P = (x;y), R = (u;v) 2 E(F2n) nf 0g with 2R = P.
Let #E(F2n) = 2q. If P has order q, want R also of order q

(i) Solve l 2
R + l R = a+ x for l R

(ii) Put t = y+ x(l R + 1)

(iii) Find u with u2 = t

(iv) Put v = t + ul R .

Yields 2 points R1 and R2, one of order q and the other 2q
(R1 � R2 has order 2) , the 2 solutions of (i).

Solution: attempt another doubling – indeed, right after (i).
If successful,R has order q.
If not, it must have order 2q: Replacel R by l R + 1.
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Point Halving: Does it work? Yes!

M = cost of a �eld multiplication.
Knudsen and Schroeppel (and Fong, Hankerson, Lopez
and Menezes)show that:

Extracting square roots costslike a squaring ( 1
2M or 0).

Solving l 2 + l = c costs 2
3 M.

Now:

Point addition = 1I + 2M + 1S. 1I � 8–10M.

Point doubling = 1I + 2M + 1S.

Point halving = 2M+ equation +
p

+ extra cost.

Extra cost = 0 if E has minimal 2-torsion. Otherwise bigger.

) for manycurves,usingpoint halvingwins big (cit.).
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Superstition

Sincepoint halving is slowerthanaFrobeniusoperation,it is
goingto beofnousefor speedingup scalarmultiplication on
Koblitz curves.

Indeed, halve-and-add is slower than t -and-add.

But this is not the whole story.

If youcanuseboth,you indeedwin bigger.
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Simplifying t -adic expressions: An observation

Ea : y2 + xy = x3 + ax2 + 1 ; with a 2 f 0;1g:

2 = µt � t 2 where µ = (� 1)1� a on Ea

from which
2 = � µ

�
t 2 + 1

�
t :

In other wor ds, if P = 2R and Q = t R, then:

2R = � µ
�
t 2 + 1

�
t R ;

or
P = � µ

�
t 2 + 1

�
Q :

Usetelescopicsums!
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Simplifying t -adic expressions: An observation

Ea : y2 + xy = x3 + ax2 + 1 ; with a 2 f 0;1g:

2 = µt � t 2 where µ = (� 1)1� a on Ea

Notation: h: : :sjsj� 1 : : :s1s0i t = å sj t j aswith binary
expansionsof integers.
Using telescopicsums,moresequencesfollow...

h101̄01i t P = h100001i t Q

h10101i t P = h101̄i t Q

or even

h1010101̄01i t P = h10000001̄i t Q :

in the casea = 1, henceµ = 1.

Recall:

P = 2R and

Q = t R.
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Simplifying t -adic expressions: An observation

The following expressionshave something in common:

h101̄01i t P = h100001i t Q

h10101i t P = h101̄i t Q

or even

h1010101̄01i t P = h10000001̄i t Q :

Theleft handsidesareportionsof t -adicNAFs, with (highest
possible)density1=2.
Theexpressionson theright handsiderepresentthesame
elementofEa(F2n) but the“scalar” hasjust weight2.
Suchsequencesarecalledk-blocks. k = # ofnonzeros.
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Simplifying t -adic expressions: An observation

The following expressionshave something in common:

h101̄01i t P = h100001i t Q

h10101i t P = h101̄i t Q

or even

h1010101̄01i t P = h10000001̄i t Q :

But, there's more: Therearethreein�nite familiesof t -adic
expressionsSofdensity1=2, with thepropertythat SP = S0Q
for asuitablet -adicexpressionS0ofweight2.
Thesequencesthat simplify arecalledgood k-blocks.
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Simplifying t -adic expressions: The general result

(wriginal times P) wk
i P = r k

i Q (r eplacement times Q)

Expressedassequences: (Go to complexity)

h1̄k� 101̄k� 20 : : : 0101̄01
| {z }

length 2k� 1

i P = µ̄h1̄k� 100 : : : 001
| {z }

length 2k+ 1

i Q (i = 1)

h1̄k� 201̄k� 201̄k� 30 : : : 0101̄01
| {z }

length 2k� 1

i P = h1̄k� 100 : : : 00µ̄
| {z }

length 2k

i Q (i = 2)

h1̄k� 301̄k� 301̄k� 301̄k� 40 : : : 0101̄01
| {z }

length 2k� 1

i P = h1̄k� 300 : : : 0µ̄
| {z }

length 2k� 2

i Q (i = 3)
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The new recoding

How to usetheseequalitiesto speed-upscalarmultiplication?
From the t -NAF Sof s, createtwo t -adic expansions,S(1)

and S(2), by replacing subsequences,where:

1. S(1) is obtained from Sby removing the original
sequencesthat admit simpli�cations

2. S(2) consistsof the weight 2 replacementsof the
sequencesremoved from S, eachat the sameposition
where the original subsequencewas in S.

If other wor ds, for each� wk
i t

j subtracted from Sto build
S(1), the sequence� r k

i t
j is added to S(2).

Sincewk
i P = r k

i Q we have: sP = S(1)P + S(2)Q.
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The new recoding: The algorithm

The algorithm processesthe input t -NAF from left to right.
I.e. from the coef�cients of the lower powers of t .

0. Zeros are skipped ...

1. ... until a 1 or 1̄ is found, the �rst “bit” in a block.
The following zero is skipped.

2. Then a seriesof bits of alternating signs is read (with
single zeros in between) – and added to the block.

3, 4. And at most two bits of the samesign of the previous
one are read, and put in the block.

:::00h1̄k� 301̄k� 301̄k� 301̄k� 40 : : : 0101̄01i 00:::
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The new scalar product: The Normal Basis case

If the�eld F2n is representedvia anormalbasis,squaringsarefree.

We do not need double scalarmultiplication to compute
S(1)P + S(2)Q and we do not even need to store Q.
We do instead the following:

First compute S(2)P.

Halve the result and apply t .

Resumethe t -and-add loop using S(1).

We double the Frobenius operations: Doesnot matter!
We also interleave with the recoding of S into S(1) and S(2)

to have an algorithm without additional memory
requirements, apart from code and a few variables.
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We do instead the following:

First compute S(2)P.

Halve the result and apply t .

Resumethe t -and-add loop using S(1).
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We also interleave with the recoding of S into S(1) and S(2)

to have an algorithm without additional memory
requirements, apart from code and a few variables.
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To compute the complexity of the algorithm...

... is to compute# non-zerocoef�cientsin S(1) andS(2).
Scontains about 1

3(n+ a+ 3) of them.
We describe the recoding algorithm asa Markov chain:

(Seeall sequencesagain)

(Skip next slide)

S0

1=2

88
1=2 // S1

1=4
��

1=2
oo

1=4

&&LLL
LLL

LLL
LLL

L

S2

1=4

88
1=4

//

1=2

ffLLLLLLLLLLLLL
S3 1=4

//
1=4

ffLLLLLLLLLLLLL

1=2

UU

S4

1=2

rr

1=2

yy

and get that S(1) and S(2) have about 2
7(n+ a+ 3) non-zero

coef�cients.
� 1

3 � 2
7

�
=1

3 � 14:29%lessthan the t -NAF!
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To compute the complexity of the algorithm...

S0

1=2

88
1=2 // S1

1=4
��

1=2
oo

1=4

&&LLL
LLL

LLL
LLL

L

S2

1=4

88
1=4

//

1=2

ffLLLLLLLLLLLLL
S3 1=4

//
1=4

ffLLLLLLLLLLLLL

1=2

UU

S4

1=2

rr

1=2

yy

h1̄k� 101̄k� 20 : : : 0101̄01i � P

h1̄k� 201̄k� 201̄k� 30 : : : 0101̄01i � P

h1̄k� 301̄k� 301̄k� 301̄k� 40 : : : 0101̄01i � P

The states:

S0: Zeros between

S1: First bit (lsb)

S2: Alternating signs

S3: 1rst equal sign

S4: 2nd equal sign
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Open Problems

Usageof more point halvings?
For now, little or no impr ovement found.

Combine this trick with width- w t -NAF?

Hyper elliptic Koblitz curves?
Width- w t -NAF and HEC's ) sameproblem:
larger coef�cient sets. It is not obvious how to
simplify those t -adic expansions. Or maybe we
are just lazy cuz there are too many of them ;-)

Our method works for elliptic curves, but there are
other genus one objectswhich are of great interest for
the whole cryptographic community . Especially
during cold winters ...
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Elliptic socks!

Photoby Jean-JacquesQuisquater. Socksmadeby TanjaLangefor MathieuCiet.
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Conclusions

First combinationofPoint Halving with Frobeniusandt -adic
expansions.

New scalardecomposition – SP = S(1)P + S(2)Q with
Q = t (P=2) – with � 14:29%lessnon-zero coeffs than
the t -NAF S.

If normal basesused (in HW) � 14:29%lessgroup ops.

In software implementations expect 8:7 to 12%
speed-up for 163and 233bit curves.

No additional memory requirements (surprise) apart
from code and somevars (no precomputed pts!).
) can be used where the old t -NAF is used.
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(m)Any questions?

?????
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