-

CouNTING PoINTS ON ELLIPTIC CURVES:
p-ADIC ALGORITHMS

Frederik Vercauteren

frederik@cs.bris.ac.uk

University of Leuven http://www.arehcc.com University of Bristol




Overview
Introduction
History of p-adic point counting
p-adic numbers and extensions
Newton iteration
Satoh’s algorithm
Generalised Newton iteration
Solving Artin-Schreier equations

Conclusions and open problems




Introduction

F, finite field with ¢ := p™ elements, F, an algebraic closure

E/F, elliptic curve defined over I,
E(x,y) 1 y* + a1zy + asy — 2° — asx® — agr —ag =0,
Given field F,n, set of points

B(Fy) = {(@.7) € Fyn x Fyn | E(Z,5) = 0}U O

Thm: : E(F,) is abelian group

Problem: how to compute #FE(F,) efficiently ?
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Introduction
g-th power Frobenius ¢ : F, — F, : 7 — 24
For z € F,;, we have z € F, iff ¢(z) = =

Frobenius isogeny F': E(F,) — E(F,) : (z,y) — (¢(z), d(y))
For P € E(F,), we have P € E(F,) iff F(P) = P, i..

E(F,) = Ker(F — 1d).
Thm: Characteristic pol of Frobenius F'? — [t| o F' + [g] = [0]
Thm: (Hasse) #E(F,) =g+ 1—tand |t| <2,/

Problem: compute trace of Frobenius ¢ efficiently 7
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[-adic approach

Two Main Strategies

e Consider E|l]| ={P € E(F,) |l - P = O},
F?(P) — [t mod I] o F(P) + [g mod [|(P) = O

e Compute ¢t mod [ for all primes | < [,,x With Hl<lmax I >4,/q

e Recover ¢t using Chinese Remainder Theorem

p-adic approach

e Compute approximation of p-adic lift of Frobenius

e Recover t mod p? directly from lifted data

o If pV > 4,/q, then t determined uniquely
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History of p-adic Point Counting

Elliptic Curves over Fyn Time Space
Satoh p>5 O(n371¢) O(n3)
Skjernaa = 2 O(n3t¢) O(n3)
Fouquet-Gaudry-Harley p=2,3 O(n371¢) O(n3)
Vercauteren all p O(n371¢) O(n?)
Mestre (AGM) p=2 O(n371¢) O(n?)
Carls all p, p =3 O(n371¢) O(n?)
Kohel all p, p=12,3,5,7,13 O(n371¢) O(n?)
Satoh-Skjernaa-Taguchi all p O(n?+1/2+e) | O(n?)
Kim et. al all p GNB O(n2t1/2+e) | O(n?)
Gaudry p=2 O(n?2t+1/2+e) | O(n?)
Lercier-Lubicz all p GNB O(n?7*¢) O(n?)
Harley all p O(n?7¢) O(n?)




p-adic Numbers

p-adic valuation ord,(r) of r € Q is p with

Non-archimedian p-adic norm |r|, = p~*

Field of p-adic numbers @, is completion of Q w.r.t. |- |,
o0
Zaip’, a; € {0,1,...,p—1}, meZ.

p-adic integers 7, is the ring with |- |, <1orm >0
Maximal ideal M = {z € Q, | |z|, < 1} = pZ, and Z,/M =T,

/
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Unramified Extensions of p-adics

e K extension of Q, of degree n with valuation ring R and
maximal ideal Mp = {z € K | |z|, <1} of R

e K is called unramified iff its residue field R/Mpr = F,

e K denoted with Q, and its valuation ring with Z,

o Gal(F,/F,) =<0 > witho:F, = F, : 2 — 2P

e Thm: : Gal(Q,/Q,) = Gal(F,/F,), thus Gal(Q,/Q,) =< X >
e X is called Frobenius substitution

e Note: X is not simple p-powering !




Representation of Q,

o Let F, 2 F,[t]/(f(t)) then Q, can be constructed as

Qg = Qplt]/(f(2)),
with f(t) any lift of f(t) to Z,[t]
e Different choices of f(¢) have different advantages

e Valuation ring 7Z, = 7Z,|[t|/ f(1); element a € Z, represented as

n—1

a:E a;x', a; € 7Ly
i=0

e Reduction mod p™ gives (Z/p™7Z)[t] mod f(t)

e Multiplication of 2 elements modulo p™ takes O((mn)'™¢) time

N /




Newton Iteration

e Thm: Let f(X) € Z,|X] and rg € Z, with
f(ro) = 0 mod p™ and f'(rg) # 0 mod p

e Better approximate root r; of polynomial f

f(ro)
f'(ro)

that satisfies f(r1) = 0 mod p?™ and f’(r1) #Z 0 mod p

™ = Tog—

e Quadratic convergence = precision p™ in O(logm) steps

e Rem: Complexity is determined by the last iteration only

e [ix: inverse of a € Z; asrootofar —1=0

-

10



-~

Computing Frobenius Substitution

o Let 7Z, = 7,[0] = 7Z,[t]/(f(t)) with f(t) = .0 fit!
0=3(0) = Y FiB0) = (50)

e Compute () as zero of f(t) from X(6) = 0P mod p

e Frobenius subsitution of element a = Z?:_()l a;0" € Q, then is
n—1 '
Y(a) = Z a;3(0)"
i=0

e Complexity: O(n) multiplications = O(n(nm)!*¢) time

-
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4 A

j-invariants and Modular Polynomial ¢,(X,Y)

e Def: j-invariant j(F) expression in coefficients of E such that
E=E = j(E)=j(E)

e Def: p-th modular polynomial ®,(X,Y)
— symmetric of degree p + 1

— integer coefficients

— homomorphism ¢ : F — E’ with #Ker(¢) = p then

— Ex: Po(X,Y)=X347v3 - Xx2v2 4+1488(XY?2 4+ X2Y) — 162000(X2 4+ Y?)

+40773375XY + 8748000000(X 4+ Y) — 157464000000000

N /
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Main Idea of Satoh’s Algorithm

e Deuring: For ordinary elliptic curve E/F,, exists £/Q, with

— Reduction mod p of £ equals F
— End(€) 2 End(FE)

e Def: Elliptic curve £ is the canonical lift of £
f

E—€

7 s

F

b b

o [dea: TrF = TrF =t = sufficient to compute TrF

13




4 A

Main Idea of Satoh’s Algorithm
e Lubin-Serre-Tate: E/F, ordinary elliptic curve, j(E) € F, \ F,2
¢,(X,X(X)) =0 and X =j(£) mod p,
unique solution J € Z,: the j-invariant of the canonical lift £

e Let w be invariant differential on £ and F*(w) = ¢ - w then

TrF =t=c+ °
c

e Proof: F2 —[tJoF+[¢]=[0] = (¢* —tc+ q)w =0

N /
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Problems with Main Idea

F is a “very big object” since it has degree ¢ = p"

How to compute ¢ € Q; such that F*w =c-w ?

Want to avoid Frobenius substitutions since costly to compute

Solution: decompose Frobenius endomorphism F' = o,,_10---00g

— Apply o to coefficients of E gives conjugate 9 and

o:FE— E°:(x,y) — (2P, yP)

— Let F;, = E° and oi: By = Eipq: (z,y) — (2P, yP)

E = Ey

00 01

=E’1

15
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Computing Canonical Lift of an Elliptic Curve

e [ubin-Serre-Tate:

20 21 Yin—2 Yin—1
&o =& R > En T &o
m m Wl m

o) 01 On—-2 Y Onpn-1
Eg > Fr > >E, =T " Ep

e The j-invariants j(&;) of canonical lifts &; satisfy

®,(j(&i), 5(Eiv1)) =0 and j(&;) = j(E;) mod pfor 0 <i<n

16




4 A

Computing Canonical Lift of an Elliptic Curve

e Idea: The j-invariants (j(&),j(E1),-..,5(En_1)) are solutions of

/

(I)p(anxl) = 0
< (I)p(.ilfl,xg) = O
\ q)p(xn_l,xo) = 0

(J(&0),3(€1)s -+, (En-1)) = (§(E0), j(E1), ..., j(En—_1)) mod p
e Satoh: multivariate Newton iteration to lift cycle of j-invariants

e QQuadratic convergence, but n j-invariants simultaneously

N /
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Computing Trace of Lifted Frobenius

20 21 En— En 1
&o =& g &t &o
i i 7'('\ v/

00 01 On—2 O'n_
EO :El ... ‘E EO

e Let w; be the invariant differential on &;, then

*
2 Wikl = Cj - Wi

e Composing gives F*wg = (Xp_10---039)*wg=c¢Cp++-Cpn_1*Wwo

e Conjugacy: ¢; = ¥%(cg), thus H?:_Ol ¢; = Ng, /0, (c0)

~

/
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Computing Trace of Lifted Frobenius

S R

& /Ker(%)

e Vélu’s formulae: given Ker(X) can compute & /Ker(%) and v

e Since deg X = degv, it follows that A is isomorphism
Yrwi = (Aov)'w = Aw1 = ¢ - wy

e KerY is in kernel of reduction, so “difficult” to lift

-
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Computing Trace of Lifted Frobenius

& X L&

Sl/Ker(Z)

1%

e Satoh: use dual f), ie. Yo = [p], then for p > 3 have

AN

Ker(X) = & [p] N &1(Q")

o Let H(X) = H(PeKeri—{O})/ﬂ(X — x(P)) then
— H(X)|¥,(X,&1), p-th division pol and 7(H) square free
— Use modified Hensel lift to compute H(X)

e (&), j(&1) and H(X) allow to compute ¢

-
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4 A

Outline of Satoh’s Algorithm

Input: Elliptic curve E over finite field F,
Output: Trace of Frobenius ¢t = ¢+ 1 — #E(F,)

1. Lift j(£) and j(&1) = Z(4(€)) to precision p© > 4,/q
2. Compute H(X) by Hensel lifting square free factor of ¥,(X, &)
3. Compute the square c¢3 using j(&;), 7(E41) and H(X)

4. Let ¢? = No, /0, (c2) mod p® and take square root to compute c

5. Return ¢t = ¢ mod p” with [¢| < 2,/q

N /
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o Let F, 2 F,[t]/(f(t)) and let f(t) € Z,[t] such that
fOIT =1 and f(t) = f(t) mod p

o Q, = Q,[0] with f(0) =0 and 0 is ¢ — 1-th root of unity.

Teichmiiller Representation of QQ,

e X(0) is ¢ — 1-th root of unity and ¥(6) = 6P mod p, thus
¥(0) =67

e Frobenius substitution of a = Z?:_()l a;0° then simply is

n—1
Y(a) = Z a; 0P
i=0

22



/ Gaussian Normal Basis Representation of Q) \

Basis of Q,/Q, is called normal if its of the form

-

{A(2)}calq, /q,)

Gauss period of type I generated by n + 1-th root of unity with

— n+ 1 is prime different from p = (n + 1)[p" — 1

— ged(n/e,n)

= 1, with e order of p modulo n + 1

tntl_q

Minimum polynomial of o is ——— = 1" + A R

Redundant representation modulo ¢"*t! — 1 speeds up operations

Iterated Frobenius substitution:

|

n n n
E a; o | = E a;a’? = ag+ E aj/pkoz]

/
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4 A

Generalised Newton Iteration
e Polynomial ®(X,Y) € Z,[X, Y] and ¥ Frobenius substitution
¢(X,X(X))=0
form initial solution z € F, with ®(z,%(Z)) = 0 mod p
e Assume we have z; = 2 mod p’ and define § = (z — ;) /p", then

0 = &(z,%(z)) = D(zs + p'os, S(we + p'oe))

= ®(z¢, B(x)) + p° (g—;};(xt, Y (x))ds + g—;{;(act, Z(mt))2(5t)> + O(p™)

g—i(xt, Y (w¢))2(0¢) + 3—3}2(% Y (x))0 = _2@e(@)) 14 pt

pt

-

/
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Generalised Newton Iteration

If N =1 Then z := x;

Else

2.1. N'=[&];

2.2. ' = Gen_Newton Lift(®, zq, N');

2.3. y' =2%(z') mod p";

2.4. V=&,y)/p" mod pV;

2.5, szg—;};(x’,y’) mod pN,;

2.6. A, =22(2',y) mod ™'

2.7. A’ = Artin Schreier_Root(A,, A, V,N');
2.8. xzaz’—l—pN’A’ mod p’¥;

Return xz;

~
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Generalised Artin-Schreier Equations \

Hilbert Satz 90: 2P — 2 + o = 0 has solution iff Trg_/r, (o) = 0

Def: Generalised Artin-Schreier equation has the following form

aX(X)+bX +c=0, a,b,c € Zq,a € L

Let 8 =b/a and v = ¢/a, then X(X)+ X +~v =0

Define Bza’}/z by ZZ(X) — BZX + Vi then

X=Y"(X)=0X+7 = X = =

1_Bn

Recurrence relation via

(X)) = 2(ZHX)) = 2(8; X + i)

= X(8:) (81X +71) +X(v)

\o Conclusion: ;11 = 812(5;) and ;01 = v12(5:) + 2(v4) /

26



4 A

Lercier-Lubicz Algorithm

e Apply square and multiply with recurrence relation, i.e.

(X)) =B EH(X)) = SP(BrX + k) = ZF(Br) (Be X + ) + 5 (k)

Bk, = BeX¥ (Br) Yor = E*(Br) + ZF (vr)
RHH(X) = (5% (X)) = Z(Bar X +72k) = Z(B2k) (B1 X +71) + (k)

Bok+1 = B12(Bax) Yok+1 = Y12(B2k) + X(v2k)

e O(logn) iterations needed to reach ¥™(X)

e O(logn) multiplications and iterated Frobenius substitutions

e Conclusion: efficient for fields with Gaussian Normal Basis

N /
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4 A

Harley’s Algorithm
e Consider aX(X) + bX + ¢ =0 with a,b,c € Zy, a € Z; , b € pZ,.
e Algorithm computes solution z; mod p*, and let 6; = (z — z;)/p"
0=aX(z) +bx+c=aX(zs +p'ds) + b(xs + ') + ¢
= ap'3(6;) + bp'és + (aX(x¢) + bxy + ¢) mod p*t

Y(x¢) + bxy +
pt

aX(0¢) + boy + . = (0 mod p'

e Basecaset =1

aE(X)—I—bX+CEaXp—|—CEOmodp:>xz—(g)p mod p
a

N /
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4 A

Teichmiiller Lift of Field Polynomial
o Let F, 2 F,[t]/(f(t)) and let f(t) € Z,[t] such that

fORTY—1 and f(t) = f(t) mod p
o If £(0) =0, then f(t) = [T1=y (t — X(0)) = [}y (t — 67")

o Let ¢, be formal p-th root of unity then

ft?) = H F(Gpt) (%)

e Use Newton iteration to compute f(t) as the solution of (%)

o Fx: p=2gives f(t?) = f(t)f(—t)

N /
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/ Fast Norm Computation

Analytic

e a € Z, is close to unity, i.e. ord,(a — 1) > zﬁ then

Ng, /0, (a) = exp(Trg, /q, (log(a)))

Resultants

o a=3"",a;0" € Z* and let A(t) = 37 a;t’

N, /g, (@ HEZ = IJ A o))

o If Z, 22 Z,[t]/(£(t)), then f(t) = [I"7(t — £i(6)), thus

@q /@p H A ZZ Res(f(t), A(t))

30



Conclusions and Open Problems
Can compute #FE(F,) with ¢ = p" in time O(n**¢) (p fixed)
Very efficient for small p, e.g. #F(Fy163) is less than 0.1 sec
Extension to ordinary higher genus curves in O(29n°*¢) time
Design algorithm to compute #FE(F,) in time O((logp)°*¢) ?
Practical polynomial time algorithm for higher genus over [, 7
Compute #FE(F,) with ¢ = p™ in time O(n'*¢) (p fixed) ?

Alternatively, compute #E(F,) for n curves in time O(n?*t¢) ?
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