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Abstract

We extend the explicit formulae for arithmetic on genus two curves of [13, 21] to fields of even
characteristic and to arbitrary equation of the curve. These formulae can be evaluated faster than the
more general Cantor algorithm and allow to obtain faster arithmetic on a hyperelliptic genus 2 curve than
on elliptic curves. We give timings for implementations using various libraries for the field arithmetic.

1 Introduction

In this note we first give a short introduction to the mathematical background of hyperelliptic curves and
present the standard algorithms to do arithmetic in the ideal class group. This is the group used in the com-
putations to have an efficient way of computing and storing the elements. It is isomorphic to the Jacobian
of the curve. Then we present the explicit formulae which are faster than the usual algorithms, along with
the analysis of the number of operations and a proof for their correctness.
So far, the fastest explicit formulae are given by Miyamoto, Doi, Matsuo, Chao, and Tsuji [l and Taka-
hashi [ 1, building upon the work of arley [ , but applying to odd characteristic only. ere we give the
generali ation to even characteristic and to curves stated in the most general form, thus working for any
finite field and any hyperelliptic curve given in  eierstra representation. s to date the cited algorithms
are only available in Japanese we provide a full description and explain the steps in detail.

efore giving an outlook, we present some timings obtained using these formula. It turns out that the com-
parison between elliptic curves and hyperelliptic curves depends heavily on the chosen library respectively
on the relation of inversion and multiplication and the overhead of function calls. eused M and T for
prime fields and a program of ocker [1 for binary fields. The curves used for the reference implementations
are appropriate for use in cryptography since the field si e is of the correct order. s inversions are not too
expensive in any arithmetic used, we choose affine representations for elliptic and hyperelliptic curves.

fter the publication of the first version of this paper it was brought to the authors attention that there
exist a further work on even characteristic by Sugi aki, Matsuo, Chao, and Tsujii |

t tic c roundon i tic nd r i tic ur
In this section we brie y sketch what is needed in the remainder of this paper. s elliptic curves are

hyperelliptic curves of genus 1 the results stated below apply to this case as well. The interested reader is
referred to Mene es, u, and uccherato[l , oren ini[l ,and Stichtenoth [1 for more details and proofs.



et I be a finite field of characteristic ,and let I denote the algebraic closure of I

I 1

I 1 I

hyperelliptic curve of genus defined over I

or odd characteristic it suffices to let and to have s uarefree to satisfy the last condition of the
definition.

or our purposes it is enough to consider a point as a tuple I which satisfies .
esides these tuples there is one point at infinity. The hyperelliptic involution  maps to
and leaves  fixed.

divisor of is an element of the free abelian group over the points of | e.g. with
and for almost all points . The degree of is defined as deg . To every
element  of the function field we can associate a divisor via the valuations at all points of the curve
div . These so called principal divisors are of degree ero and form a subgroup
of the group of degree ero divisors. The uotient group is called the . The function
leads to a divisor . ence, we can achieve that we represent a divisor class by a divisor
, where and for . urthermore one finds a representative with
for each class. ote that defined over I does not imply that each  is defined over this field. If

is defined over I  then all conjugates of  must also occur in . Therefore is bounded by

The maximal ideals of T | have a basis consisting of two polynomials and one can
achieve that the first polynomial is in I [ , whereas the second one is of the form I,
since we reduce modulo a polynomial of degree in . ow consider the ideal class group, i.e. the ideals

modulo the principal ideals. In Mumford [1 [page .1 the following representation is introduced which
makes explicit the correspondence of ideal classes and divisor classes

I [ deg 1 deg I
I
deg deg
— 1
The second part of the theorem means that for all points occurring in the support of  we have
and the third condition guarantees that with appropriate multiplicity.
or short we denote this ideal by [ . The inverse of a class is represented by | , where the second

polynomial is understood modulo if necessary. The ideal class group over I is denoted by C1 I . The
ero element of of CI T  is represented by [1



rit tic u in ntor orit

In this section we consider the group operation. ere we still deal with general hyperelliptic curves, i.e.
curves of arbitrary genus. ddition of divisor classes means multiplication of ideal classes, which consists in
a composition of the ideals and a first reduction to a basis of two polynomials. The output of this algorithm
is said to be semi-reduced. Then we need a second algorithm, which is usually called reduction, to find
the uni ue representative in the class referred to above. Such an ideal is called . Due to the work
of Cantor [ for odd characteristic only and oblit [ one has an efficient algorithm to perform these
operation, which uses only polynomial arithmetic over the finite field in which the ideal classes are defined.

ged

ged

mod

mod

deg

This algorithm provides a universal way of doing arithmetic in C1 I  which applies to any genus and
characteristic. ~owever, in a straightforward implementation several unneeded coefficients are computed.
Therefore a careful study making the steps explicit is necessary. e deal with this in the following section.

icit or u

The first attempt to avoid using Cantor s algorithm for faster arithmetic and deriving explicit formulae was
made by Spallek [1 for genus two and odd characteristic. arley [ takes a slightly di erent approach to
optimi e the running time. This approach was generali ed to even characteristic by ange |

uilding on the work of Matsuo, Chao, and Tsujii [11 , recently Miyamoto, Doi, Matsuo, Chao, and Tsuji
[I and Takahashi[ 1 obtained an even larger speed-up using Montgomery s trick to reduce the number of
inversions to 1. e generali e the setting in order to deal with even characteristic as well. To do so, we first
give the case study of [ investigating what can be the input of the combination algorithm and proceed in
considering these di erent cases. e determine the exact number of operations needed to perform addition
and doubling in the most common cases.

nless stated otherwise the formulae hold independently of the characteristic, therefore we take care of the
signs in characteristic two,  is understood as ero.



Consider the composition step of Cantors Ilgorithm .1. The input are two classes represented by two
polynomials [ each. s we consider curves of genus two the following holds by Theorem

1. is monic,

. deg deg ,

ithout loss of generality let deg deg

1. is of degree ero, this is only possible in the case [ [I ,i.e. for the ero element. The
result of the combination and reduction is the second class [

. If  is of degree one, then either  is of degree one as well or it has full degree.

a  ssume deg 1, i.e. and the are constant. Then if we obtain for
the ero element [I  and for we double the divisor to obtain
therwise the composition leads to and

In all cases the results are already reduced.

b ow let the second polynomial be of degree two, . Then the corresponding
divisors are given by and
i If then and do not occur in . This case will be dealt with below in
Subsection
ii.  therwise if then occurs in and the resulting class is given
by and as e uals the sum of the -coordinates of
the points.
therwise one first doubles [ by and then adds [ )

hence, reduces the problem to the case b i.

et deg deg
a et first . This means that for an appropriate ordering
the -coordinates of and are e ual.
i If mod  then the result is [1
ii. If then we are in the case in which we double a class of order di erent from two and
with first polynomial of full degree. gain we need to consider two sub-cases
If where is e ual to its opposite, then the result is and can be
computed like above. is e ual to its opposite, i . To check
for this case we compute the resultant of and .
. If res then we are in the usual case where both points are not e ual to
their opposite. This will be considered in Subsection
therwise we compute the ged to get the coordinate of  and
double [ .
iii. ow we know that without loss of generality and is the opposite of . et

, then the result is obtained by doubling
[ using



b or the remaining case , we need to consider the following possibilities.

i. If res then no point of is e ual to a point or its opposite in . This is the
most fre uent case. e deal with it in Subsection . .1.
ii. If the above resultant is ero then ged and we know that either
or contains the opposite of  instead. This can be
checked by inserting in both  and
. If the results are e ual then we are in the first case and proceed by computing
, then and finally by the formulae in
e extract the coordinates of and by

. In case the result is

If one uses the resultant as recommended in a ii and b i then one needs to compute a greatest common
divisor as well, to extract the coordinates of = when needed. owever, most fre uently we are in the case
of resultant non ero and thus we save on average.

e now present in detail the algorithms for the most common cases. ut
or the complexity estimates we always assume 1. ornon ero this can be achieved
by substituting and dividing the resulting e uation by . If one does not want
to transform some computations should be performed di erently like instead of .
Similarly we assume , as this can be derived for by the substitution , and include
this coefficient only for completeness. urthermore we assume 1 . e would like to stress that the
formulae remain correct for other values, one simply has to allow some more operations.

In this case the two divisor classes to be combined consist of four points di erent from each other and from
each other s negative. The results of the composition lgorithm .1 are and a polynomial of degree

satisfying see Theorem . . s we started with we can obtain using
Chinese remaindering

mod

mod

Then we compute the resulting first polynomial by making monic and taking
mod

To optimi e the computations we do not follow this literally. e now list the needed subexpressions and

then show that in fact we obtain the desired result.

mod

made monic

mod

The divisions made to get and are exact divisions due to the definition of the polynomials. et us first
verify that satisfies the system of e uations . This is obvious for the second



e uation. or the first one we consider mod
ow we check that by expanding out

In the course of computing we do not need all coefficients of the polynomials defined above. s
is monic and of degree is monic of degree , deg and deg 1 we have that
, Where are some constants. In the computation of we divide an expression
involving by a polynomial of degree , thus we only need the above known part of . In the computation
of a product of polynomials we use the following aratsuba style formula to save one multiplication

To reduce a polynomial of degree modulo a monic one of degree we use
mod

using only multiplications instead of four. urthermore we use an almost inverse in the computation of
and compute instead, where is the resultant of and , postponing and combining the inversion of
with that of

In the following Table 1 we list the intermediate steps together with the number of multiplications M ,

s uarings S and inversions I needed. s we assume 1 we do not count multiplications by
these coefficients. In the case study we have already computed the resultant of = and  when we arrive at
this algorithm. ence, we can assume that mod  and res are known. owever, we include

the costs in the table, as we use these expressions to compute 1 mod

ote, that if we assume that our field is represented via a normal basis and work in characteristic
two, the s uarings are virtually for free and using a polynomial basis they still are by far cheaper than
multiplications. urthermore, for even characteristic one can save one multiplications as

deg 1 deg

y the above considerations we can assume that for we have that .
In principle we follow the same algorithm as stated in the previous subsection. ut to obtain we divide
by a polynomial of degree one, therefore we need an additional coefficient of and save a lot in the other
operations. Table shows that this case is much cheaper than the general one, however it is not too likely
to happen like all special cases.

The above case study left open how one computes the double of a class where the first polynomial has degree
two and both points of the representing divisor are not e ual to their opposite. ut

. Combining [ with itself should result in a class | , Where
mod
Then this class is reduced to obtain [ . e use the following subexpressions
mod

made monic

mod



Table 1 eg eg
Input | [ [ deg deg
utput | | [ [
Step xpression perations
1 compute resultant of 15, M
compute almost inverse of  modulo mod
compute mod M
1
If see below
compute and I, S, M
1 ; r .,
r .,
compute M
compute
compute mod M
| total I, S, M|
Special case
compute LM
1,
compute S
compute mod M
| total I, S, 11M |




Table eg eg 2

Input | [ [ deg 1 deg
utput | | [ [
Step xpression perations
1 compute mod M
compute inverse of  modulo I
1
compute mod M
compute M
)
compute M
)
compute S, M
compute mod M
| total LLS,1 M|
ote that like above we do not compute the semi-reduced divisor explicitely, here . ence, we

see that holds. To prove we consider

and
mod

inally, one finds by

that  is in fact obtained as described in the reduction algorithm.

Table lists the numbers of elementary operations needed in the following table. nlike in the addition case
we now need the exact polynomial to compute . e include the costs to compute res and assume

1.

1. Concerning the counting in Step a remark is in order. nless the characteristic is odd and

the computation of and needs only s uarings instead of the obvious . In detail if for odd

characteristic then I then and
These details can be fixed for an actual implementation.

. In characteristic one can reduce the number of multiplications by asin Step 1

and in the computation of the multiplication by

need not be counted.
If additionally the number of operations reduces even to 1 ,as
can be computed directly and for free, and needs only one s uaring.



Table eg
Input | [ deg
utput | | [
Step xpression perations
1 compute mod
b
compute resultant res S, M
, , , see below
compute almost inverse
)
compute mod 1M
b
compute mod M
b
If see below
compute and I, S, M
1 1 , 1
r .,
compute M
) )
compute S, M
compute mod M
7
| total I, S, M|
Special case
compute and precomputations I, M
1,
)
compute S
compute mod M
J
| total I, S,$1 M|




1 in

To compare the arithmetic on elliptic and hyperelliptic curves of genus
or elliptic curves we used the affine representation, i.e. the curve is given as in
1. This is justified by the fact that for all libraries one inversion takes less than

in various environments.
the introduction with

we implemented the above formulae

six multiplications. The times needed for multiplication, s uaring and inversion by the di erent libraries are

listed in the appendix.

ddition formulae for elliptic curves can be found in almost any textbook on this

subject, e.g. lake, Seroussi, and Smart [1, Silverman [I or oblit [ . To add two distinct points one
needs one inversion, one s uaring and two multiplications whereas doubling takes one more s uaring.
| 1 |
S M S M
ddition 1 1
Doubling 1 1
-fold 1 1 1
log

or properly chosen curves not supersingular, group order contains a large prime factor the security mainly
depends on the group si e. y eil s theorem we have

Cl 1

ence, to achieve the same level of security the finite field for elliptic curves needs to be larger

s the arithmetic in I  takes time log , inversions are more expensive than multiplications, and
s uarings are even cheaper, one might expect that hyperelliptic curves could o er faster arithmetic than
elliptic curves for the same level of security or at least achieve the same level of speed. The outcome of the
experiments shows that this relation depends heavily on the underlying arithmetic. To be more precise,
breaking down the operations to the smaller field I on an elliptic curve we need at least two times as
many inversions but less multiplications than on a hyperelliptic curve.

or the implementations we used curves over prime fields I and curves over I . The latter are oblit
curves defined over I , therefore one can achieve a much faster implementation using the robenius
endomorphism see [ , however, here we were only interested in the e ects of the usual arithmetic in the
ideal class group. e worked with the following curves and fields.

1 1 1 1
I 1 1 1
1 11
1 1 11 1
I 1 1 11 1 1 1 111
1 1 1 1
I 1
I 1
1 1 1 1
I 1 1
1
11 1 11 1 11
I 1 1 1 1 1 1 1 1
1 11 1
I 1
I 1
or the binary elliptic curves we considered the field extensions 1 and 1 1 and for hyperelliptic

curves we took and



11

ote that in the genus case we cannot determine the group order for the prime fields, but the arithmetic
depends only on the field si e, thus even if these particular curves should turn out to be weak the arithmetic
for appropriate curves is e ually fast.
In all the experiments the special cases never occurred, this goes along with the fact that the probability of
occurrence is 1

1l computations where performed on a entium I | 1. under linux.

e did a C implementation using M as long integer package and a C implementation with T . or

M the field elements were considered as integers and reduction took place only where necessary. ith

T we used the library to perform finite field arithmetic.

e carried out 1 scalar multiplications per curve using binary double-and-add, where the scalar is in
the range of the group order. The table lists the average time needed to perform a scalar multiplication on
the respective curve, where the scalar was of the order of the assumed group si e. Time is given in ms.

| | ¢c¢c| C] | | ¢¢c | C]
1 Dbits . . 1 bits |1 . .
1 bits . 11 1  bits | 1. 1

Thus interestingly the results show that the relation between the cost of arithmetic for elliptic and hyperel-
liptic curves depends heavily on the chosen implementation of field arithmetic. In any case the complexity
is of the same order at most twice for both genera. In M we have that an inversion is less expensive
compared to multiplications than in T see ppendix . This relation seems to be the reason why in M
the arithmetic on elliptic curves is faster whereas T favors genus curves.

The C program for curves over binary fields is based on an implementation of the arithmeticin I by
Michael ocker [1 , which allows to work with normal and polynomial bases and in the latter case accepts
user defined irreducible polynomials. is program was built on bipolar, an implementation of polynomial

arithmetic over I . ere we use polynomial arithmetic for the computationsin I . See [ for a detailed
study of the appropriate implementation of oblit curves. s irreducible polynomials we took sparse
polynomials. or 1 and we used a pentanomial for 1 1and irreducible trinomials
exist. gain 1 scalar multiplications per curve and extension field were performed and the table lists

the average time for one scalar multiplication.

| | cc_ | c_ |
curve
1 Dits . 1 11
1 bits | L . 1] 1

irst of all one notices that again with this library arithmetic on hyperelliptic curves is faster than on elliptic
curves. In comparing curves and respectively and one reali es that the running-time also depends
on the coefficients of the e uation of the curve. The di erence results from the distinct number of additions
needed.

ut oo

The formulae for even characteristic have been implemented on a M processor by el 11 . e also
generali es the explicit formulae for genus three given by wuroki, onda, Matsuo, Chao, and Tsuji [ to
even characteristic.



or restricted devices inversions are very expensive.  first attempt to avoid divisions on the cost of more
multiplications and a further coordinate is given by Miyamoto, Doi, Matsuo, Chao, and Tsuji [1 . n
optimi ed version that also covers even characteristic and considers the case of scalar multiplication is to
appear [
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ndi
ere we provide the timings for the field operations using the respective libraries. The timings were obtained
ona entiumI , 1. under linux. e carried out 1 times each of the operations, times are
given in  s.

s using M we carried out modular reductions only when it lead to an increase of speed, the table lists
both the costs for multiplication and s uaring of integers of the respective si e without further reduction and
including a modular reduction. ccordingly, in the implementation the times needed on average for these
two operations is slightly larger if we disregard the reduction and smaller otherwise. Inversion is carried out
as modular inversion in any case. sing T or working with binary fields we automatically have modular
reduction. inally we state the uotients of inversion and s uaring over multiplications in all cases.

| |primefeldsie] 1] S| M[S [M | y| §|w |5 |
1 1 bits 1. . . . . . .1
M 1 Dbits 1. .1 . 1 . . . . .
1 1 bits . 1. . .1 . . . 1 .1
1 bits . 1. .1 .1
1 1 bits
T 1 bits . .
1 bits 1. 1 . . .
1 bits . . . 1 .1
1 .1 .1 1 .
I 11 . .1 . 1
1




